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SimpliVity documentation conventions
SimpliVity documentation uses the following conventions to assist your reading.

General formatting conventions

Monospace font represents a command line syntax, file path, system output, or similar code.

Italic font represents a user-defined name or variable.

Bold font represents a user interface element, such as a button or tab, with which a user interacts.

Command Line formatting convention

SimpliVity documentation uses the following format for CLI commands:

command --option variable

where

■ command is the name of the command and should be typed exactly as shown.

■ --option is a command option and should be typed exactly as shown.

■ variable is an option variable and should be replaced with the required value.
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Chapter 1: Introduction to SimpliVity RapidDR
About SimpliVity RapidDR
RapidDR is a standalone utility that facilitates the recovery of a failed set of virtual machines from a
source environment to a recovery environment in the event of a site disaster. Using RapidDR, you can:

■ Select the virtual machines from the source environment, including those in datacenters, clusters,
and resource pools.

■ Configure the recovery settings, at the recovery group level or at the virtual machine level.

■ Modify the recovery settings on an ongoing basis.

■ Execute the recovery configuration to recover the specified site environment.

SimpliVity RapidDR security
Any user of RapidDR must have Administrator access to both the source and recovery vCenter.

CAUTION:

The RapidDR recovery configuration file contains information such as IP addresses, software
configuration parameters, usernames, and passwords. If your organization considers these to be
sensitive information, you should closely guard this file.
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Chapter 2: Install SimpliVity RapidDR
Install SimpliVity RapidDR
Before you begin

RapidDR is compatible with OmniStack 3.5.2 or later.

Note:

Install RapidDR on a laptop or other machine that is outside both the source and recovery
environments but has connectivity to those environments. This provides a higher level of availability for
the RapidDR machine in the case of a site disaster.

■ Be sure the primary (or source) environment is configured the way you want it before using
RapidDR.

■ Copy the RapidDRInstaller file to the machine where you are installing RapidDR.

■ The following must be installed on the machine where you are installing RapidDR and the installer
notifies you of prerequisites that are not installed or accessible:

□ Microsoft .NET Framework 4 or later

□ PowerShell 5.0

□ vSphere PowerCLI 5.5 R1 or 6.3 R1 release

Procedure overview

This task provides the steps to install RapidDR.

Note:

At any point during the installation, you can click Back to return to the previous screen or click Cancel
to cancel the installation.

Procedure

1. Uninstall any previous version of RapidDR using the Windows Control Panel.

2. Double-click the setup.exe RapidDR Installer file.

The Welcome to the RapidDR Setup Wizard screen opens.

3. Click Next.

The License Agreement screen opens.
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4. Do one of the following.

■ To accept the license agreement, select I Agree and click Next.

■ To cancel the installation of RapidDR, select I Do Not Agree and click Cancel.

5. On the Select Installation Folder screen, perform the following as necessary.

a) To select a different folder than the default, click Browse, and locate or create the new
installation folder.

You can use Disk Cost to view the space available on a different disk. This can help you identify
the best location for the installation.

b) Select Everyone or Just me to specify who can use RapidDR on this computer.

6. Click Next.

The Confirm Installation screen opens.

7. Click Next to start the installation.

The Installing RapidDR screen opens.

Note:

This screen may reload several times as the necessary files are installed.

8. On the Installation Complete screen, click Close to exit the installer.

Results

A RapidDR shortcut icon is now available on your desktop.
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Chapter 3: Create a recovery configuration
Create a recovery configuration
Before you begin

■ Be sure that the source environment is configured the way you want it before using RapidDR.

■ Be sure that the recovery site has adequate resources to handle the configured recovery load.

■ All the required port groups must be configured to sustain a failover.

■ Be sure that all of the virtual machines that you want to include in the recovery are present in a
cluster. Virtual machines on an OmniStack host outside of a cluster are not listed within RapidDR.

Procedure overview

This task provides the steps to run RapidDR, create a recovery configuration, and save the recovery
configuration file for use later if a disaster occurs.

Note:

At any point during this procedure, you can click Back to return to the previous screen or click Cancel
to return to the Select an Operation screen.

Procedure

1. Double-click the RapidDR icon to open it.

2. On the Select an Operation screen, select Create a new Automated Recovery Configuration.

3. Accept the default filename and location, or click Browse, and specify a location and filename.

The filename must include the .sdr extension and can only include letters, numbers, dashes (-),
and underscores (_).

Note:

The default file name contains a time stamp.

4. Click Next.

5. Log on to the source and recovery systems.

a) Log on to the source system.

b) Log on to the recovery system. If this system uses the same username and password as the
source system, select the Same Username and Password option.
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c) Optional: If you want to include the username and password for the recovery system in the
recovery configuration file, select the Save password option.

Note:

If you select the Save password option, the RapidDR recovery configuration file will store
these usernames and passwords. They become, therefore, available to anyone with access to
the file.

6. Select the virtual machines that you want to include in the recovery configuration.

a) In the list of Available Virtual Machines, using the list of datacenters, clusters, and machines,
select the virtual machines.

Note:

Virtual machines are listed in alphabetical order by name.

b) Click the >> button to move them to the Selected Virtual Machines list.

The datacenter and cluster names are copied as well, where applicable. You can also double-
click individual items to move them.

c) Optional: To remove a machine from the Selected Virtual Machines list, select the virtual
machine and click the << button to move it back to the Available Virtual Machines list. You
can also double-click individual items to move them.

7. Click Next.

8. Create your recovery groups.

a) Above the Recovery Groups list, click the add (+) icon.

b) Name the recovery group.

c) Optional: At any time, you can rename a recovery group, by selecting the group and clicking the
edit (pencil) icon.

9. Assign virtual machines to your recovery groups.

a) If you have multiple recovery groups, select the recovery group you want to work with.

b) In the list of Selected Virtual Machines, select the virtual machines that you want to include in
the recovery group, and click the >> button to include them in the recovery group.

Note:

If you do not create a recovery group, or if you select a virtual machine for recovery but do not
add it to a specific recovery group before clicking on the next virtual machine, then RapidDR
places the virtual machine in a default recovery group.

c) Optional: To remove a machine from the recovery group, select the virtual machine and click
the << button to move it back to the Selected Virtual Machines list.

d) Optional: To change the order of virtual machines in a recovery group, use the up-arrow or
down-arrow.
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e) Optional: To move a virtual machine to a different recovery group, you must remove it from the
group it is in and add it to the correct group.

f) Optional: To delete a recovery group, select the group and click the delete (trash) icon.

If the recovery group contains any virtual machines, they are moved back to the Selected
Virtual Machines list.

10. Repeat steps 8.a on page 9 through 9.f on page 10 until you have created all of your
recovery groups and assigned all of the selected machines to a group.

11. Click Next.

12. On the Recovery Settings screen, use the Recovery settings  on page 10 to complete the
recovery configuration for all recovery groups and all virtual machines.

13. Click Next.

14. If there are any errors with the configuration, an error message provides the necessary correction.
Click OK to return to the configuration screen and make the necessary changes.

15. On the Summary screen, review the contents of the recovery configuration file.

16. Optional: To export the summary report in Excel format, click the export icon above the summary
report.

17. Select the following as necessary:
Option Description

Back Go to the previous screen so you can make changes.

Save Confirms that your configuration is correct and saves the Recovery
Configuration file using the name and location specified in step 3 on page
8.

Save and Export Lets you save the Recovery Configuration file and export the file to an
additional name and location.

Next steps

■ Save the configuration file somewhere where it is safe and secure.

■ Be sure to keep your configuration current. As things change in your environment, be sure to
update the configuration recovery file using the Modify a recovery configuration file on page 13
procedure.

Recovery settings
The following are the options in the Recovery Settings screen. Settings indicated with an asterisk (*)
are required.

■ Recovery group name or VM name — Indentifies which recovery group or virtual machine you
have selected and for which you are configuring the recovery settings. So that you can identify
recovered virtual machines, each virtual machine name is appended with _recovery. You can
change a VM name; you cannot change the Recovery Group Name.
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Note:

The virtual machine name allows a maximum of 80 characters, including the _recovery suffix. If
you need a longer name, you can remove the _recovery suffix.

■ Datacenter — Specifies the datacenter name. This list is populated from the list of datacenters
present in the recovery vCenter.

Select an option from the drop-down list.

■ Resource Pool — Specifies the resource pool for the selected datacenter. This list is populated
from the resource pools present in the selected datacenter in the recovery vCenter.

Select an option from the drop-down list.

■ Folder — Specifies the folder into which the virtual machines will be placed after recovery. This
list is populated from the virtual machine folders present in the selected datacenter in the recovery
vCenter.

Select an option from the drop-down list.

■ Datastore — Specifies the datastore in which the virtual machines will be recovered. This list is
populated from the datastores present in the selected datacenter in the recovery vCenter.

Select an option from the drop-down list.

■ Wait for VM Tools to be ready — If this option is selected, when a recovery configuration is
executed, RapidDR waits for VMware tools to be ready before continuing with the recovery of the
next virtual machine. If this option is not selected, RapidDR immediately begins recovery of the next
virtual machine. This is enabled by default.

■ Wait time before recovery — Specifies the amount of time that RapidDR waits before starting the
recovery of the next virtual machine. The default value is 5 seconds. This time starts after the Wait
for VM Tools to be ready time, if that option is selected.

■ Wait time after recovery — Specifies the amount of time that RapidDR waits after the recovery of
one virtual machine is complete before moving to the next virtual machine. The default value is 5
seconds.

■ Disable guest reboot — If this option is selected and a recovery configuration is executed,
RapidDR does not reboot the guest operating system on the virtual machine after the configuration
is complete. If this option is not selected, RapidDR reboots the guest operating system after the
configuration is complete. This is enabled by default.

■ Execute command/script before reboot — Specifies the command or script that RapidDR
executes after the recovery of the virtual machine but before rebooting the virtual machine.

■ Execute command/script after reboot — Specifies the command or script that RapidDR executes
after the recovery is complete and the virtual machine is rebooted.

■ Guest username and password — Specifies the credentials for the guest account. This is required
if guest reboot is allowed.
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Note:

The guest username must be a local account on the guest. Network authentication (such as to
Active Directory, NIS, LDAP, etc.) is not supported. This is due to a lack of networking on the guest
virtual machine until after recovery has been completed.

Also, the guest user must have administrator privileges.

■ Network — This section includes the settings for the network options for the selected recovery
group or virtual machine. Once you select the following values for a recovery group, if you select a
virtual machine within that recovery group, the settings are applied to that virtual machine and you
can adjust the settings for the individual virtual machine.

□ vNIC settings — These settings apply to the recovery group or the virtual machine. If you select a
virtual machine with more than one vNIC, multiple lines appear in the grid to allow you to set the
options for each vNIC.

● vNIC — Lists the vNIC name or number. You cannot change this value.

Note:

This is populated from the source virtual machine. If you attempt to modify a recovery
configuration file and the source virtual machine is unavailable, only the default vNIC is
displayed.

● Port group — Specifies the port group name. This list is populated from the port groups
present in the selected datacenter in the recovery vCenter. Select an option from the drop-
down list.

Note:

If the port group at the recovery site is removed or its name changes, an error will occur during
recovery. Make sure you keep all port groups up to date in the recovery plan.

● DHCP Enabled — Specifies if DHCP is enabled on the network for this recovery group.

● IP Address — This option is only visible for virtual machines; not for recovery groups. This
specifies the static IP address for the virtual machine. This must be a valid IP address.

If the DHCP Enabled option is selected, this field is not required.

● Subnet mask — This specifies the subnet mask for the static IP address. If the DHCP
Enabled option is selected, this field is not required. Enter a valid subnet mask.

□ Default Gateway — This specifies the IP address of the default gateway for the selected virtual
machine or for all of the virtual machines in the selected recovery group. Enter a valid IP address.
If DHCP Enabled is selected, this is not required.

□ DNS — This specifies the IP address of the DNS server for the selected virtual machine or for all
of the virtual machines in the selected recovery group. Enter a valid IP address. If DHCP Enabled
is selected, this is not required.
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Chapter 4: Modify a recovery configuration file
Modify a recovery configuration file
Before you begin

You must have a valid RapidDR recovery configuration file.

Procedure overview

This task provides the steps to edit a RapidDR recovery configuration file.

CAUTION:

RapidDR may not work properly if your recovery file has been edited outside of the RapidDR
interface. You should only use the following procedure to modify a RapidDR recovery file.

Note:

At any point during this procedure, you can click Back to return to the previous screen or click Cancel
to return to the Select an Operation screen.

Procedure

1. Double-click the RapidDR icon to open it.

2. On the Select an Operation screen, select Modify an existing Automated Recovery
Configuration.

3. Click Browse and select the file.

4. Click Next.

5. Do one of the following:

■ To keep the current file name and continue, click Yes.

■ To change the file name, select Change file name, type the new file name, and click Yes.

The filename can only include letters, numbers, dashes (-), and underscores (_). You do not
need to add the .sdr extension when renaming the file.

■ To choose a different file or action, click No.

6. Follow the steps starting from step 5 on page 8 in the procedure Create a recovery configuration on
page 8.

Related tasks
Create a recovery configuration on page 8
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Chapter 5: Execute a recovery
Execute a recovery
Before you begin

You must have a valid SimpliVity RapidDR recovery configuration file.

CAUTION:

RapidDR may not work properly if your recovery configuration file has been edited outside of the
RapidDR interface.

Procedure overview

This task provides the steps to recover your site configuration after a disaster using your RapidDR
recovery configuration file.

Note:

At any point during this procedure, you can click Back to return to the previous screen or click Cancel
to return to the Select an Operation screen.

Procedure

1. Double-click the RapidDR icon to open it.

2. In the Select an Operation screen, select Execute an Automated Recovery Configuration.

3. Click Browse and select the recovery configuration file.

4. Click Next.

5. On the Confirmation screen, verify that this is the recovery that you want to execute and click
Execute Recovery.

If this is not the correct recovery, click Cancel.

6. Log on to the recovery system.

The address is populated automatically from the recovery configuration file. If the recovery
configuration file includes a username and password, those are populated automatically as well.

7. On the Recover Configuration screen, monitor the recovery progress.

8. If the recovery of a virtual machine fails at a certain step, RapidDR presents an error message with
a request for how to continue. (Each error message and action is included in the Status column of
the log screen and in the log files.) Perform the following steps:



Chapter 5: Execute a recovery 15

a) Record the following information so you can manually resolve the issue after RapidDR
completes the recovery execution:

■ affected virtual machine

■ type of failure:

□ a full recovery failure — meaning that the virtual machine was not recovered at all

□ a partial recovery failure — meaning that the virtual machine was recovered but not
completely configured

■ error message and action from the Status column of the log screen.

b) Select one of the options to continue:

Option Description

Retry action Attempts to retry the recovery of the virtual machine.

Skip VM Skips the virtual machine currently being recovered and continues to the next
virtual machine.

Abort recovery Cancels the entire recovery. You can make any necessary changes and restart
the recovery.

■ If none of these options is selected before the message times out, RapidDR performs the Retry
Action option.

■ The first time the error message opens, it stays open for one minute.

■ The second time the same error message opens, it stays open for five minutes.

■ After two retry attempts, RapidDR skips the virtual machines and proceeds with the recovery of
the next virtual machine.

9. Once the entire recovery is complete, or if you chose Abort recovery, click Continue.

The Summary screen opens.

10. To export the Summary Report in Excel format, click the export icon above the summary report.

11. Verify that the recovery is complete and successful by reviewing the results on the Summary
screen, and click Continue.

RapidDR returns you to the Select an Operation screen.

Results

RapidDR has recovered your system and you can proceed with any manual steps to complete the
failover to your recovery site.
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Appendix A: Troubleshooting
SimpliVity RapidDR log files
RapidDR generates log files that you can use to identify issues. These log files are located in the same
directory where RapidDR is installed.

RapidDRLog.txt

This file contains the logs and errors generated during the use of the RapidDR application. This
includes the creation, modification, and execution of a recovery configuration file. New information is
appended each time one of these procedures is run.

RapidDRRecoveryLog.txt

This file contains all of the information generated during a recovery process for each virtual machine.
This includes the steps executed, the settings applied to recovered virtual machines, and any errors
that occurred during recovery.

General troubleshooting tips
The following troubleshooting tips may help in the event of an error while using SimpliVity RapidDR.

"Username and Password not valid"

You must modify the recovery plan and provide a valid username and password.

"Incorrect file extension. Please select a valid Automated Recovery Configuration file."

The recovery configuration file must have the .sdr extension. Rename the file or select the correct file.

"Duplicate Virtual Machine Name"

This error occurs if the virtual machine name already exists. You must modify the recovery plan and
provide a different, unique virtual machine name. Or rename the virtual machine that is causing the
conflict in the recovery site

No virtual machines are shown in the virtial machine selection list.

Verify that PowerCLI and PowerShell are both installed and have the proper versions.
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The virtual machine you are looking for is not listed.

Virtual machines are only listed if they are present in the cluster and eligible for recovery. A virtual
machine is eligible for recovery if it meets all of the following criteria:

■ It is on an OmniStack host.

■ It is in a datastore.

■ It is being backed up to the recovery site.

Virtual machines on an OmniStack host outside of a cluster are not listed within RapidDR.

Troubleshooting tips for executing a SimpliVity RapidDR
recovery
The following troubleshooting tips may help in the event of an error while running an execution using
SimpliVity RapidDR.

"The requested operation requires elevation"

This error occurs during the network configuration on the recovered virtual machine. Ensure that the
specified user has administrator privileges and is a local account. Authenticating against a domain may
not be possible as network connectivity may not yet be available.

Note:

The guest username must be a local account on the guest. Network authentication (such as to Active
Directory, NIS, LDAP, etc.) is not supported. This is due to a lack of networking on the guest virtual
machine until after recovery has been completed.

Also, the guest user must have administrator privileges.

"No backup found"

Verify that the virtual machine has a backup policy set to backup to the recovery site.

Verify that the backup site has been receiving backups using the "search backups" functionality at the
virtual machine level.

"Failed to relocate VM"

The specified resource pool is missing.

"Failed to power on VM"

The resource pool does not have enough resources (such as CPU or memory resources) to power on
the virtual machine.

"Timeout while waiting for VMware Tools"

■ Verify that VMware Tools is installed on the virtual machine and ensure that the service is set to start
automatically within the virtual machine.
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■ The script specified for Execute command/script before reboot or Execute command/script
after reboot failed to complete.

"Failed to restore VM from backup"

The remote server returned an error (400) Bad request. The size of the datastore is less than the
size of the virtual machine backup.

"Failed to modify port group of network interface"

The port group at the recovery site has been removed or its name was changed. Virtual machines that
have been recovered must be manually attached to the appropriate port group.
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